Step 1 - Go to C:\Users\YourUsername\Documents\Arduino\libraries\AWS_I0T\src, Open the aws_iot_certficates.c in
Notepad++ and look for aws_root_ca_pem[].

$ifdef  cplusplus
extern "C" {
fendif

const charfaws root ca peml[]
HEXEEHHXKK XXXEXXEXXEXXEXX XXX EXX XX KEXXEERERXEE\ N,
EEEEEEEEEE XYL EE XN EEE XN EEE XTI EE XN EHE XN IR XN IR X R IR \nY
NN NN NN N NN AN NN AN AN AN AN X XN XA X XN IR R IR\ n\
EEEEEEEEEE XYL EE XN EEE XN EEE XTI EE XN EHE XN IR XN IR X R IR \nY
NN NN NN N NN AN NN AN AN AN AN X XN XA X XN IR R IR\ n\
EEEEEEEEEE XYL EE XN EEE XN EEE XTI EE XN EHE XN IR XN IR X R IR \nY
NN NN NN N NN AN NN AN AN AN AN X XN XA X XN IR R IR\ n\
EEEEEEEEEE XYL EE XN EEE XN EEE XTI EE XN EHE XN IR XN IR X R IR \nY
NN NN NN N NN AN NN AN AN AN AN X XN XA X XN IR R IR\ n\
EEEEEEEEEE XYL EE XN EEE XN EEE XTI EE XN EHE XN IR XN IR X R IR \nY
NN NN NN N NN AN NN AN AN AN AN X XN XA X XN IR R IR\ n\
EEEEEEEEEE XYL EE XN EEE XN EEE XTI EE XN EHE XN IR XN IR X R IR \nY
NN NN NN N NN AN NN AN AN AN AN X XN XA X XN IR R IR\ n\
EEEEEEEEEE XYL EE XN EEE XN EEE XTI EE XN EHE XN IR XN IR X R IR \nY
NN NN NN N NN AN NN AN AN AN AN X XN XA X XN IR R IR\ n\
EEEEEEEEEE XYL EE XN EEE XN EEE XTI EE XN EHE XN IR XN IR X R IR \nY
NN NN NN N NN AN NN AN AN AN AN X XN XA X XN IR R IR\ n\
EEEEEEEEEE XYL EE XN EEE XN EEE XTI EE XN EHE XN IR XN IR X R IR \nY
NN NN NN N NN AN NN AN AN AN AN X XN XA X XN IR R IR\ n\
EEEEEEEEEE XYL EE XN EEE XN EEE XTI EE XN EHE XN IR XN IR X R IR \nY
NN NN NN N NN AN NN AN AN AN AN X XN XA X XN IR R IR\ n\
EEEEEEEEEE XYL EE XN EEE XN EEE XTI EE XN EHE XN IR XN IR X R IR \nY
NN NN NN N NN AN NN AN AN AN AN X XN XA X XN IR R IR\ n\
EEEEEEEEEE XYL EE XN EEE XN EEE XTI EE XN EHE XN IR XN IR X R IR \nY
NN NN NN N NN AN NN AN AN AN AN X XN XA X XN IR R IR\ n\
EEEEEHEEEEEEEEEE XY X EE XM EHE XN IR XN IR X R IR \nY



Step 2 — Open Root CA Cert in a Browser, alternative you can even save it locally in a text file as we need it in the 3rd part of
the series. Copy the Certificate, make sure no blank line or spaces added while copying.

Click the following URL to navigate to Root CA, https://www.amazontrust.com/repository/AmazonRootCAl.pem

< — C @& amazontrust.com/repository/AmazonRootCA1.pem

ITDQTCCAimgAwIBAgITBmyfz5m/jAc54vBA1kPml jZby jANBgkghki1GOwOBAQsF
ADASMQswCQYDVQQGEWIVUZz EPMARGATUEChMGQW1 hem@uMRkwFwYDVQQDExBBbWF6
b24gUm3vdCBDQSAxXxMBAXDTE1MDUyNjAWMDAWMF o XDTMAMDExNz AwMDAWMFowOTEL
AkGATUEBhMCVVMxDzANBgNVBAoTBkFtYXpvbjEZMBcGALUEAXMQQW1hemSuIFJv
b3QgQOEgMTCCASIWDQY IKoZ ThvcNAQEBBQADgg EPADCCAQoCegEBAL J4gHHKeNX
ca9HgFBOTW7Y14h29]1091ghYP1OhAEvrATIthtOgQ3p0sqTQNroBvo3bSMgHFzZM
906II8c+6zf1tRN4SWiw3teSdjedYZ6k/0l2peVEKVURFATn9tBb6dNgecmzUSL /qw
IFAGbHrQgLKm+a/sRxmPUDgH3KKHOVj4utWp+UhnMIbulHheb4dmjUcAwhmahRWab
Oujw5SH5SNz /Begwl X0 tdHAL114gk 95 7EWWE 7 c4cX8jIGKLhD+rcdqsq@8p8kDilL
93FcXmn/6pUCyziKrlAdb9v7LWIbxcceVOF34GTIDSYHIOY /QCB/IIDEgEw+H0yQm
jgSubIrIqg@CAWEAAaNCMEAWDWYDVRBTAQH/ BAUWAWEB/ zAOBgNVHQSBAFSEBAMC
AYYwHQYDVRGOBBYEFIQYzIUO7LwM1IQuCFmcx7IQTgoIMABGCSqGSIb3DQEBCWUA
AATBAQCY8jdaQZChGsV2USgegNiMOruYoubrdlKSIpDE /G /wkjUuByKGX9rbxenDI
USPMCCjjmCXPI6TS3iHTFIUIrU6adTrCC2qJeHZERxh1bI1Bjjt/msvOtadQlwUs
N+gD5S63pYaAChvXy8MWy 7Vu33PgUXHeeE6Y /Ug2VB8viTO96 L XFvKW1 IbYK8USBvv
o/ufQIVEIMVTEQtPHRhE jrdkPSHCa2XVAcdFy(QzR1bldZwglcImApzyMZFo6I1Q6XU
SMsI+yMRQ+hDKXJicaldXgjUkK642MAUWwtBVEob2xINDd2ZhwlnoQdeXeGADbkpy
rqXRfboQno? sGAq5WTPA6850vviEh



https://www.amazontrust.com/repository/AmazonRootCA1.pem

Step 3 — Select the below highlighted portion and omit that portion.

$ifdef  cplusplus
extern "C" {
fendif

const char aws root ca pem[] = {"
XN E N X AN AN E KK E XN X E AN EHHEHEXEHL \ N,
REXXEXEEEEX XXX XXX XXX E XX E XXX XX XXX XX XXX XXX XXX R XX EREIXRRRRE \ Y
XN E X EEAXE XX E XX A XA XX AKX XA XXX XXX XX XXX XX XXX E X IR XXX EXRZ\ N
XN NN X AKX AKX A E XA A E AR L E LR ERE L\ N Y,
XN E N X AN AN E KK E XN X E AN EHHEHEXEHL \ N,
NN N XA XA KN XA XN AR A AR IR L EARERRKRL \ N,
XN E X EEAXE XX E XX A XA XX AKX XA XXX XXX XX XXX XX XXX E X IR XXX EXRZ\ N
XN NN XA XA EEEE XA E XN E AR A E AR XELHEREKEL \ DY,
XN NN XA XA HE XXX E AN A E AR X ELEEEEXEL \ N,
NN N XA XA KN XA XN AR A AR IR L EARERRKRL \ N,
XEXXEXEEEEX XK XX EEX XX EX R I XX I XX XXX XXX XX XXX XXX XXX R XX EXEIXRRRRE \ N
X XEE NN NN AN A XXX E XX E XA A EX A A AN XK EXEXXEERRE \ N
XN NN XA XA EEHE XA EX N E AN A E AR X E L EREXEL \ N,
N KN NN NN AN NN ERREREL\ N,
XEXXEXEEEEX XK XX EEX XX EX R I XX I XX XXX XXX XX XXX XXX XXX R XX EXEIXRRRRE \ N
X XEE NN E KX XA E A XA A XK EXEXXEERERE \ N,
XN NN XA XA EEHE XA EX N E AN A E AR X E L EREXEL \ N,
N KN NN NN AN NN ERREREL\ N,
REXXEXEEEEX XXX XXX XXX E XX E XXX XX XXX XX XXX XXX XXX R XX EREIXRRRRE \ Y
X XEE NN E KX XA E A XA A XK EXEXXEERERE \ N,
XN NN X AKX AKX A E XA A E AR L E LR ERE L\ N Y,
N N N K AN X NN NN AN NN ERRERRL\ N,
REXXEXEEEEX XXX XXX XXX E XX E XXX XX XXX XX XXX XXX XXX R XX EREIXRRRRE \ Y
XN E X EEAXE XX E XX A XA XX AKX XA XXX XXX XX XXX XX XXX E X IR XXX EXRZ\ N
XN NN X AKX AKX A E XA A E AR L E LR ERE L\ N Y,
EXEHEE XN AN KA H AKX A H XK E XA XX E XX EEZRE \ N,



Step 4 — Paste the copied certificate between the double quotes

$#ifdef  cplusplus
extern "C" |
fendif

const char aws root ca pem[] = {"
MIIDQTCCAImgAWIBAgITBmyfz5m/ jAc54vB4ikPml jZby ]ANBgkghkiGOw0OBAQSF
ADASMQsWCQYDVQQGEWJVUZEPMAOGA1UEChMGOWlhem9uMRkwFwYDVQQDEXBBLOWE6
b24gUmSvdCBDQSAXMBA4XDTEIMDUYN jAWMDAWMEFOXDTMAMDEXNzAWMDAWMEFOWOTEL
MAkKGA1UEBhMCVVMxDzANBgNVBACTBKFtYXpvbJEZMBCcGAlUEAXMQOW]l hem9uIFJv
b30gQIEgMTCCASIWDQYJKoZIhveNAQEBBQADgGEPADCCAQOCgYEBALJ4gHHKeNX
ca%9HgFBOfW/7/Y14h29J1091ghYP10hAEVvrATthtOgQ3p0sgTONroBvo3bSMgHFzZM
906II8c+6zfl1tRn4SWiw3te5djgdYZek/oI2peVEVURF4 fn9tBbedNgemzUSL/ qw
IFAGbHrQgLEm+a/ sExmPUDgH3IKKHOVj4utWp+UhnMJbulHheb4mjUcAwhmahRWaé
VOujwS5H55Nz/ 0egwLX0tdHA114gk957EWWE 7c4cX8JIJGKLhD+redgsg08p8kDilL
93Fc¥Xmn/ eépUCyziKrlAdb9v7LWIbxcceVOF34GEIDSYHIOY/QCB/ IIDEgQEW+OyQm
jgSubJdriqgO0CAWEARaNCMEAWDWYDVROTAQH/BAUWAWEB/ zZAOBgNVHQSBAf8EBAMC
AYYWHQYDVREOOBBYEFIQYzIUO7LWM1JQUCFmex 7TIQTgoIMAOGCSgGSIbh3DQEBCWUA
A4IBAQCYSjdaQZChGsV2USggNiMOruYouér4lKS5IpDB/G/wkjUulyEGX 9rbxenDI
USPMCCJjmCXPIETS531HTfIUJrU6adTriC2qdeHZERXh1bI1EB)jt/msv0tadQlwlUs
N+gDS63pYaAChbvXySMWy7Vu33PqUXHeeEEV/Ug2VEVviTOYELXFVEW1 JbYKEUS0vY
o/ufQJIVEtMVTSQtPHRhS jrdkPSHCa2XV4cdFyQzR1bldZwgJcJmApzyMZFo6IQE6XU
SMsI+yMRQ+hDEXJiocaldXgjUkKEEe42MAUwWEBVEob2xJNDd2 ZhwlnoQdeXeGADbkpy
rg¥RfboQnoZsGA4gSWTP4685QvviGs

————— END CERTIFICATE———"1};



Step 5 — Now the tricky part, append \n\ at the end of each line as shown below up to second last line, make sure no extra
space added. At the last line add \n only.

Repeat the same for Private Key and Thing Certificate which you have downloaded earlier. Open Private Key and Thing
Certificate in Notepad++ and copy the content. In private_pem_key|[] set the private key & in certificate_pem_crt[] set the
Thing Certificate, make sure no extra space added. For reference, click the sample aws_iot_certficates
(https://automationking.s3.amazonaws.com/aws_iot_certficates.txt)

// Amazon's root CA. This should be the same for everyone.

const char aws_root_ca_pem[] = {"----- BEGIN CERTIFICATE----- \n\
MIIDQTCCAimgAwIBAgITBmyfz5m/jAc54vB4ikPmljZbyjANBgkqhkiGOwOBAQsF\n\
ADASMQswCQYDVQQGEwWIVUzZEPMABGALUEChMGQW1hem9uMRkwFwYDVQQDEXBBbWF6\nY\
b24gUm9vdCBDQSAXMB4XDTELMDUyYNJAWMDAWMFoXDTM4MDExXNzZAWMDAWMFowOTEL\NnY\
MAKGALUEBhMCVVMxDzANBgNVBAOTBKFtYXpvbjEZMBcGALUEAXMQQW1hemOuIFJIv\nY
b30gQeEgMTCCASIWDQYIKoZIhvcNAQEBBQADggEPADCCAQoCggEBAL J4gHHKeNX  \n\
ca9HgFBOfW7Y14h29J1091ghYPlOhAEVvrAItht0gQ3p0sqTQNroBvo3bSMgHFzZM\n\
906II8c+6zf1tRn4SWiw3teS5djgdYZek/0I2peVKVURF4fn9tBbedNgemzUSL/qw\n\
IFAGbHrQgLKm+a/sRxmPUDgH3KKHOVj4utWp+UhnMIbulHheb4mjUcAwhmahRWa6\n)\
VOujw5H5SNz /@egwlX0tdHA114gk957EWWE7c4cX8]IGKLhD+rcdgsqge8p8kDilLl\n\
93FcXmn/6pUCyziKrlA4b9v7LWIbxcceVOF34GFIDSyHIOY/QCB/IIDEgEW+0yQm\n\
jgSubJrIqg@CAwWEAAaNCMEAWDWYDVROTAQH/BAUWAWEB/zAOBgNVHQ8BATF8EBAMC\n)\
AYYwWHQYDVROOBBYEFIQYzIUB7LwWwM1IQUCFmcx7IQTgoIMABGCSqGSIb3DQEBCWUANNY
A4IBAQCY87daQZChGsV2USggNiMOruYoubr4lK5IpDB/G/wkjUu@yKGX9rbxenDI\n\
USPMCCjjmCXPI6T531iHTFIUIrU6adTrCC2qJeHZERXh1bI1Bjjt/msvetadQlwlUs\n)\
N+gDS63pYaACbvXy8MWy7Vu33PqUXHeeE6BV/Uq2V8viTO96LXFVvKW1IbYK8U9BVV\n)\
0/ufQIVEMVT8QtPHRh8jrdkPSHCa2XV4cdFyQzR1bldZwglcImApzyMZFo6IQ6XU\n)\
5MsI+yMRQ+hDKXJio0aldXgjUkKe42M4UwtBV8ob2xINDd2ZhwLnoQdeXeGADbkpy\n\
rqXRfboQnoZsG4q5WTP468SQvvG5\n\

----- END CERTIFICATE-----\n"}; Q: At the last line append \n


https://automationking.s3.amazonaws.com/aws_iot_certficates.txt
https://automationking.s3.amazonaws.com/aws_iot_certficates.txt

